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How can Registry Analysis help you find the
badness on your systems?

® Overview of the favored Malware related
Registry keys

® What keys are really being used in the wild?

® Which tools should you use for what?



Malware Related Keys

Run, RunOnce

« SOFTWARE\WMicrosoft\Windows\CurrentVersion\Run

« SOFTWARE\WMicrosoft\Windows\CurrentVersion\RunOnce

« HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

« HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
Services and Drivers

« SYSTEM\CurrentControlSet\Services

« Services Type is 0x10, 0x20, 0x100; Start is 2, 3, or 4 ONLY

* Drivers Type is 0x01 or 0x02; Start is O or 1 only??

* Services without “ObjectName” that is set to: LocalSystem, NT
AUTHORITY\LocalService, or

 NT AUTHORITY\NetworkService

e Services starting under the Svchost process must have an entry in
SOFTWARE\WMicrosoft\Windows NT\CurrentVersion\svchost



Malware Related Keys, cont.

Scheduled Tasks

 SOFTWARE\WMiicrosoft\Windows\CurrentVersion\Explorer\Shared Task
Scheduler

« SOFTWARE\Classes\CLSID{GUID}
Browser Helper Objects

« SOFTWARE\WMicrosoft\Windows\CurrentVersion\Explorer\Browser Helper
Objects

Winlogin and Subkeys
« SOFTWARE\WMiicrosoft\Windows NT\CurrentVersion\Winlogin
« SOFTWARE\Wiicrosoft\Windows NT\CurrentVersion\Winlogin\Notify
How files are run
 SOFTWARE\WMiicrosoft\Windows\CurrentVersion\Explorer\FileExts
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Malware Related Keys, cont.

Application Initialization

« SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Windows\Applnit_DLLs

Actions that happen when cmd starts

« SOFTWARE\WMicrosoftt\Command Processor\Auto Run
Boot Verification

« SYSTEM\CurrentControlSet\Control\BootVerificationProgram
Execute on Boot

« SYSTEM\CurrentControlSet\Control\Session Manager\BootExecute

o i



Where did you get these?

| read books and blogs and stuff

® Windows Forensic Analysis, 2nd Ed by Harlan Carvey
® Windows Registry Forensics by Harlan Carvey

Footprints Under the Window by Franklin W. Dixon

Windows Internals, 5th Ed by M Russinovich and D
Solomon

® SANS DFIR blog
® Post Humorous Blog

® Windows IR blog

. R
T Ll



Then how do you know they're useful?

® Good question
o Run keys are used all the time, but what about the
others?
® Who would have a whole bunch of malware
*and* have done some analysis about it?
o AntiVirus companies, perhaps?

o Repository of malware and technical analyses
http://malware.lu



http://malware.lu/
http://malware.lu/

Trawling the Symantec Site

Resources Community Store

Threat Explorer = A- E’l
Threat Explorer

The Threat Explorer is a comprehensive resource for daily, accurate and up-to-date information on the latest threats,
risks and vulnerabilities.

Overview Threats Risks Vulnerabilities Search
Removal Tools 3

Virus Definitions & Security

Updates A|BICIDIEIFIGIH[IJIKILIMIN|Q|IP|QIR|S|TIUIVIWI|X|YIZ]
Submit Virus Samples " Latest Threats & Risks
Mahware " Symantec Security Response threat writeups (737)
Infected Systems r Severity Name Type Discovered
Resour | | A A Virus 07/01/1993
Blogs 3 | AZK.D Worm 05/M8/2004
White Paper Listing v L] A2M.AccE A Macro
Glossary K TM.H L Macro 02M19/2002
TM.L € Macro 02/19/2002
7 Macro 02/M9/2002
L] BAP.F Virus 04/14/2002
| | ABC Virus
| 77 Virus
| | ACTSLFM.926 Virus 01/08/2002
| | ACTS.Spaceflash Worm 07/M18/2006
| | Ada Virus
| Adolph Virus
Misleading Application
AdShortcuts Potentially Unwanted App
| | ADT.1765 Virus 04/03/2001
AdvancedCleaner Misleading Application
AdvancedXPFixer Misleading Application
AdvParentalControl Parental Control
2 Adware —
|~



http://www.symantec.com/security_response/threatexplorer/azlisting.jsp
http://www.symantec.com/security_response/threatexplorer/azlisting.jsp

Trawling the Symantec Site

I HKEY_CURRENT _USER_CLASSES
B HKEY _USERS
B HKEY_CLASSES_ROOT
B HKEY_CURRENT_USER
B HKEY_LOCAL_MACHINE
Other




Trawling the Symantec Site - HKCU

M Fun Key
B Internet Settings - Zones

[ Current Version

B v azaa

B Internet Explorer - Main

B Microsoft OLE

B ContralLSaA

B wWinNT\Currentversion\Windows
B Internst Explorer

B Ext\Stats\(CLSID}

B RunOnce Key

B B and VBA Program Settings
B ZoneMap Domains




Trawling the Symantec Site - HKCU

Not Malware Persistence per se...

Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\Hidden
Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\HideFileExt
Software\Microsoft\Windows\CurrentVersion\Explorer\
Advanced\ShowSuperHidden
Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoFolderOptions
Software\Microsoft\Windows\CurrentVersion\Policies\
System\DisableRegistryTools
Software\Microsoft\Windows\CurrentVersion\Policies\System\DisableTaskMgr



Trawling the Symantec Site - HKCR

M Unigue

B Under 10

[ Under 25

B interface\{CLSID}

B clsid\{CLSID}

B typelib\{CLSID)

B clsidyCLSIDNinprocserver32

B appidyCLSID}

B =x=filg\shellopenicammand

B interface\{CLSID}\proxystubclsid32\ (default)
M interface\{CLSID}\nummethods\ (default)

B clsid\{CLSIDMinprocserver32\threadingmodel
I tfile\shellopenicommand




Trawling the Symantec Site - HKLM

B software\microsoffwindows\currentversionirun

B software\classestinterface\|CLSID}

[ software\microsoftwindows\currentversion

B software\classes\clsid\|CLSID}

B software\microsoftwindows nticurrentversionwinlogan

B software\microsoftwindows\currentversion\explareribrowser
helper objects\{CLSID}

B software\microsoftwindows\currentversion\runservices
B software\classesttypelib\{CLSID)

M software\classesiclsid

B software\microsoftiole

B systemicurrentcontrolseticontrollsa

B systemicurrentcontrolsetiservices\sharedaccess




Trawling the Symantec Site - Compare

6360

283

2521

365
423
110

20

SOFTWARE\Microsoft\Windows\CurrentVersion\Run
SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
SYSTEM\CurrentControlSet\Services
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shared Task Scheduler
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper Objects
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogin
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogin\Notify
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows\Applnit_DLLs
SOFTWARE\Microsoft\Command Processor\Auto Run
SYSTEM\CurrentControlSet\Control\BootVerificationProgram
SYSTEM\CurrentControlSet\Control\Session Manager\BootExecute



Keys to Keep

Keep Downgrade Add
® Run ® BootVerification ® RunServices
® Services ® Command : \'7VL_‘”|O”_C?N ity

. Wi Processor\Auto INIOgIMNo

WlnLOgOn RUn ® \/B and VBA
¢ Browser Helper | | BOO(E t Program Settings
Objects DOIEXECUTE ® |nternet Settings\

® Applnit DLLS ® Explorer\FileExts Connections
® Shared Task ® Internet Settings\

Scheduler Zones\*

® ZoneMap\Domains
® Classes\{CLSIDNIn
ProcServer32




What do | even do with all these keys?
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RegRipper

 PERL program with EXE
* Runs a set of plugins on a registry file and outputs the results into a textfile

* Plugins areaui PDF R
B Registry Ripper, v.2.C

File Help

Hive File: |K:\Test-Regs\SYSTEM testing

Report File: IK:‘-.Test-Hegs\s'_.'stem et

Plugin File: Is'_.'stern LI

nic_mst2...Done.
nic...Done.
nicZ...Dane.
fw_config...Done.
ide...Done.
shares... Done.
imagedev...Done.
legacy...Done.
stillimage...Done.

stilimage completed.




File Reporting

File view || | Search || | Plugins || | Browse | | Browse [£) | System Runs || |

Registry Decoder - Browsing

K:\Test-Regs\ntuser-jean.dat
Environment

I Identities

I Keyboard Layout

[» Printers

4 [Software

r AOL
> America Online
b Clients
b Intel
I Macromedia
4 Microsoft
ASF Stream Descriptor File
Active Setup
ActiveMovie
Advanced INF Setup
CTF
Clock
Command Processor
EventSystem
FTP
File Manager
GDIPlus
TEAK
Internet Connection Wizard
Internet Explorer
Internet Mail and Mews
Keyboard
MS Design Tools
MSDAIPP
MS5Detect
MSN
MediaPlayer
MessengerService
Microsoft Agent
Microsoft Management Console
Multimedia
MNetDDE
NetShow
Ntbackup
Office

Outlrnle Bvnrace

MName Type Data

§SSPROTO.HIV\Software - 2008/07/19 17:00:41 UTC

o



Registry Decoder - Plugins

File Reporting

File View [ Search || Plugins [ Browse [ Browse [ System Runs (£ |

Results for running System Runs against K:\Test-Regs\software-jean

MName Path

1 VMware Tools Program Files\VMware\WMware Toels\VMwareTray.exe

2 VMware User Process C:\Program Files\VMware\VMware Tools\VMwareUser.exe

Report Format Report Filename

HTML - Create Report|




Client 1D C.a0fdd4bb347cd31b

path \HKEY_LOCAL _MACHIN
pathtype
Launch
5
r
e
Flow Information Current Running Flows
GetFile

An efficient file transfer mechanism.

Returns to parent flow:
A jobs_pb2.Path.

Prototype: GetFile{path, pathtype)
Constructor.

This flow uses chunking and hashes to de-duplicate data and send it
efficiently.

Args:

path: The directory path to list.

pathtype: Identifies requested path type. Enum from Path protobuf.
pathspec: This flow also accepts all the information in one pathspec.
which is preferred over the path and pathtype definition

State Description

Start Get information about the file from the client.
Stat Fix up the pathspec of the file.

ReadBuffer Read the buffer and write to the file.

MNext States
Stat, ReadBuffer
End

ReadBuffer




~ MmN
£~ ] analysis
i~ 1] devices
- Ll fs
FB L.L] registry
4- | |HKEY_LOCAL MACHINE
+ ||| SOFTWARE
i 4| | Microsoft
4. ||| windows
4. || ] currentVersion
¢ |li] Run
4. ||| SYSTEM
£~ ] CurrentControlSet
- || HKEY _USERS
- || stats

| . & - ~_ __"°" _ &__._ _

™ __ L __._ .

@ g / registry HKEY_LOCAL MACHINE | SOFTWARE @ Microsoft | Windows @ CurrentVersion @ Run

:] SunJavalpdateSched VFSFile 0 - 2012-06-18 20:23:54
tvncontrol VFSFile 0 © 2012-08-18 20:23:54
e
| Stats | Download TextView HexView

affd:/C.a0fdd4bb547cd31b/registry/HKEY_LOCAL_MACHINE/SOFTWARE/Microsoft/Windows/Current\

@ 2012-06-18 20:23:54

Attribute Value Age
VFSFile, VFSAnalysisFile
+ pathtype: REGISTRY path:

PATHSPEC "/HKEY_LOCAL_MACHINE/SOFTWARE/Microsoft/Windows/CurrentVersion/Run/SunJavaUpdateSched"

+ gTaT  affdpath aff4:/C.a0fdd4bb547cd31b/registry/HKEY _LOCAL MACHINE/SOFTWARE/  2012-06-18 20:23:5
Microsoft/ Windows/CurrentVersion/Run/Sun.JavalpdateSched

2012-068-18 20:23:5

st_mode

st_size 60

st_mtime 2011-12-30 00:10:45

registry_type REG_SZ

pathspec SunJavalpdateSched

registry_data "C:\Program Files\Commeon Files\JavalJava Update\jusched.exe”
AFF4lmage

CHUNKSIZEG3336 2012-06-21 20027:0r

AFF4Stream

+sze O 2012-06-18 20:23:5

AFF4index, AFF40bject
LABEL 2012-06-21 20:27:0
SUBJECT 2012-06-21 20:27:0
+ Type  VFSFile 2012-06-18 20:23:5




~

™. ___ 17 _ _ _ _ —1 _ _ _ _

4 .!_',j analysis
4 ||| RunKeys
i || LocalService
& || NetworkService
i~ .| system
b~ || cyg_server
i~ | systemprofile
[

. || testing

@ E.’J /| analysis  RunKeys System

EI____

RunOnce RunkeyCaollection — 2012-06-18 20:23:57

Stats Download TextWView HexView

aff4:/C.a0fdd4bb547cd31b/analysis/RunKeys/System/Run @ 2012-06-18 20:23:57

Attribute Value Age

RunKeyCollection

RUNKEYS keyname: "/HKEY_LOCAL MACHINE/SOFTWARE/Microsoft'Windows/CurrentVersion/Runftvncontrol”  2012-06-18 20:23:57

filepath: "\"C:\\Program Files\TightVNC\itvnserver.exe\" -controlservice -slave” lastwritten: 1325203845

keyname:

'ﬁ-lyKEY LOCAL_MACHINE/SOFTWARE/MicrosoftWindows/CurrentVersion/Run/SunJavalpdateSched”

filepath: ™\"C:\\Program Files\\Commeon Files\\Javat\Java Update\y I..lEGhed exe\"" lastwritten: 132352038435

AFF4Index, AFF4

LABEL 2012-06-21 20:34:13
SUBJECT 2012-06-21 20:34:15
+ Type RunKeyCollection 2012-06-18 20:23:57




How do They Rate?

Compare and contrast the 3 tools over 2
samples:
Testing VM with GRR, RegRipper and RegDecoder

O
O
O

Windows 7
Extracted the Registry files from the VM using GRR

LocalService and NetworkService Users point to the Default Users's
NTUser.dat

nps-2008-jean.E01 with RegRipper and RegDecoder

O
O
O

From the Digital Corpora images collection
Windows XP

Converted EO1 file to raw, mounted as loopback and copied Registry
files out

Could not get the raw image to boot as a VM, so could not test GRR



Testing VM

GRR

RegistryDecoder

RegRipper

Found 2 RunOnce
keys: 1in
LocalService and 1 in
NetworkService

RunOnce keys are
listed under the Run
key plugin

No plugin detects
RunOnce keys

Found 1 Run keys: 1
in Local Service, 1in
NetworkService, and
2 in System

Found 4 Run keys: 2
in Default and 2 for
System

Found 3 Run keys: 1
in Default and 2 in
System

2 BHO

3 BHO, but 2 were
repeated

NSTR in Services

NSTR in Services

NSTR in WinLogon

NSTR in WinLogon




Jean NPS

GRR RegistryDecoder RegRipper

N/A 2 Run Keys for user | 2 Run Keys for user
Jean, 2 Run Keys for | Jean, 2 Run Keys for
the system the system

NSTR in Services NSTR in Services

NSTR in WinLogon NSTR in WinLogon

1 BHO 1 BHO




Moving at Scale

GRR

Registry Decoder

RegRipper

A work in progress...

® Add Registry
Flows to the
Initial interrogate
flow so it is run
every time a
system is added

® Use a Python
script in the GRR
console to iterate
over all of the
clients enrolled
to both run the
flow and collect
results

Not really built for
scale

Once either the
image is mounted or
the reqistry files are
extracted, write a
script to run rip.exe
across the files for all
desired plugins

> rip.exe -r RegFile -p
PluginModule




Tool Recap

GRR Registry Decoder RegRipper
+ Registry Flows are | + Great Ul + Active Plugin
quick Developer community
+ Best for when you
+ Built to Scale need to explore the + Can be scripted to
registry and do run across the
- A work in progress... | targeted queries reqgistries you've
Best if you have a extracted or mounted
staff to keep it + Written in Python
running ~ Write your own
+ Write your own plugins in PERL
plugins in Python
- Cannot add a
registry to a case
once you've started




Analysis at Scale
Let's say some registry files fell off a truck...

® The long tail for Run keys is ~ 50% of the
keys

® BUT the number of distinct values for Run
keys I1s small

o 86% of values had the same data (e.g. file path)

when merely converting to all lowercase and
removing usernames

o Further improvements will be found with normalizing
for version numbers
5

©



Analysis at Scale

B HKkU/Runance
B HKU/Run

7 HELM/RunOnce
B HKLM/Run

500
B Unigue Keys @ Long Tail

375

250

125

0 ||
Hi/Eunonce HELM/EunOnce
HKU/Run HELWM/Fun



Summary Judgement

How can Registry Analysis help you find the
badness on your systems?

There are more keys to look at and research...
But a few to probably not worry about

If you aren't using RegRipper and Registry
Decoder for your analysis -- start

Normalizing your Run keys will help you know —
when "it's nrobablv fine" ©
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Google IR Road Show

BlackHat
July 25, 2012 in Las Vegas, NV
Morgan Marquis-Boire on CuteCats.exe and the Arab Spring

DFRWS
Sunday, August 5 2012 in Washington, DC

Dr. Michael Cohen on Memory Forensics with Volatility 3 hour
Workshop

Open Source Digital Forensics Conference
October 3, 2012 in Chantilly, VA
Cory Altheide on ?? Does it even matter? It'll be hilarious and educational
Darren Bilby on GRR
Dr. Michael Cohen on Volatility
Joachim Metz on Volume Service Snapshot (VSS)



